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Foreword and
Acknowledgments

ince the events of September 11, 2001, government officials, law

enforcement, the design community, transportation specialists,

and first responders have understood that the risk environment
has changed and that the Nation’s critical assets must be protected.
The Department of Homeland Security (DHS) has identified trans-
portation infrastructure as a Critical Infrastructure and Key Resource
(CIKR) Sector.

DHS has sponsored the development of a meth-

odology for assessing the risk and resilience of

tunnels to terrorist attacks and selected natural T

b : indicates that the
azards. The methodology, referred to as the in- .

tegrated rapid visual screening (IRVS) for tunnels, meThOdOIOQY includes

was developed by the DHS Science and Technology the risk of both terrorist

Directorate (DHS S&T), Infrastructure Protection acts and natural hazards and

and Disaster Management Division, in partnership an assessment of bofh risk Qnd

with the public and private-sector stakeholders in- resiliency.

volved in the design, operation, and management

of critical infrastructure.

“Integrated” in IRVS

The result of an IRVS of tunnels is a quantifiable assessment of the risk
of a given tunnel to a terrorist attack or natural disaster that leads to cata-
strophic losses (fatalities, injuries, damage, or business interruption) and
a quantifiable assessment of the resiliency of the tunnel (ability to recov-
ery from such an event).
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The U.S. transportation system

Needs and Purpose

Transportation tunnels have been identified as an attractive target for
terrorist attacks because of their accessibility and potential impact on hu-
man lives and economic activity. Numerous tunnels in the United States
are located at critical chokepoints. A critical choke point is a point in the
transportation network where many trip paths intersect to get through a
geographic barrier.

The U.S. transportation system includes approximately 337 highway
tunnels and 211 mass transit tunnels, and many have limited alterna-
tive routes because of geographic constraints. Many transit tunnels are
underwater. The loss of critical tunnels could re-
sult in hundreds or thousands of casualties, billions
of dollars of direct reconstruction costs, and even

includes approximately 337 greater socioeconomic costs. The downtime associ-
highwoy tunnels and 211 mass ated with an attack on a tunnel could range from

transit tunnels.

The loss of critical tunnels could
result in hundreds or thousands

days to years (FHWA, 2003).

There has not been a direct attack on a highway
or mass transit tunnel in the United States, but terrorist plots involving
tunnels have been discovered and thwarted. In 2006, U.S. authorities dis-
covered a plot in the early planning stage to attack mass transit tunnels
under New York’s Hudson River (Hsu and Wright, 2006).

Tunnels can receive collateral damage from attacks on other targets
because of their underground or underwater location. For example, col-
lateral damage from the attacks of September 11, 2001, rendered the
Port Authority Trans-Hudson (PATH) commuter rail line unusable for
2 years. The PATH station and tunnel were con-
nected to the World Trade Center towers via an
underground concourse and shopping center.
The collapse of the towers resulted in a partial col-

of casualties, billions of dollars of lapse of several areas of the tunnel lining and led
direct reconstruction costs, and to flooding in certain areas. The rail line carried
even greater socioeconomic costs. 67,000 passengers to Lower Manhattan every week-

day (FHWA, 2003).

The goals of terrorists are to attract attention, disrupt the economy, create
fear, and disrupt the social fabric. Selected targets may not have a pattern.
Terrorists may use methods that have been used before or they may use
new methods. The possibility that new methods may be used complicates
mitigation.
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To better quantify, qualify, and mitigate the risks
to mass transit systems, DHS S&T has dedicated
resources to developing risk assessment and miti-

The primary purpose of
the IRVS of tunnels is to
rank the risk in a group of
tunnels in a transportation

Wy
NS
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gation tools to protect tunnels and mass transit O

stations. The assessment of tunnels is described in

this document, and the assessment of mass transit ;

stations is described in the Integrated Rapid Visual system or region.
Screening of Mass Transit Stations (DHS, 2011a).

The primary purpose of the IRVS of tunnels is to rank the risk in a group
of tunnels in a transportation system or region. The results of an IRVS
can also be used in infrastructure-specific risk assessments and higher
level assessments of threats, consequences, and vulnerabilities.

This document is the manual for conducting an IRVS of tunnels and
provides guidance in rating a tunnel’s potential risk of and resiliency to
terrorist attacks and selected natural disasters (fire and flooding).

Relationship of the IRVS of Tunnels to the Risk Management
Series

The technical concepts and field application of the methodology are
based on the Risk Management Series (RMS), a widely accepted series of
publications that provide risk evaluation methods and design guidance
for mitigating multi-hazard events. The design concepts from the RMS
are represented in the IRVS methodology in the evaluation of favorable
and unfavorable characteristics of a tunnel that influence the risk of the
structure to specific threats.

Furthermore, the field application of the IRVS reflects the procedures
for risk assessment outlined in several RMS publications. The series was
developed by DHS’s Federal Emergency Management Agency (FEMA)
after the events of September 11, 2001. The IRVS methodology is drawn
largely from the following three RMS publications:

FEMA 426, Reference Manual for the Protection of Buildings Against a
Terrorist Attack (DHS, 2011c¢)

FEMA 452, Risk Assessment, A How-To Guide to Mitigate Potential Terrorist
Attacks Against Buildings (FEMA, 2005)

FEMA 455, Handbook for Rapid Visual Screening of Buildings to Evaluate
Terrorism Risks (FEMA, 2009)

The differences between the rapid visual screening (RVS) described in
FEMA 455 and the IRVS of tunnels described in this manual are:
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RVS is used to screen buildings, and IRVS is used to screen tunnels

RVS focuses on the risk of terrorists acts, and IRVS focuses on both
terrorist acts and selected natural hazards (fire and flooding)

RVS focuses on risk, and IRVS focuses on both risk and resiliency

“Integrated” in IRVS indicates that the methodology includes the risk
of both terrorist acts and natural hazards and an assessment of both risk
and resiliency.

Relationship of the IRVS of Tunnels to the National
Infrastructure Protection Plan

The IRVS methodology closely follows the general risk management
framework and definitions identified in DHS’s National Infrastructure
Protection Plan (NIPP) (DHS, 2009b), including the Ciritical
Infrastructure and Key Resources (CIKR) Sectors. The risk management
framework in the NIPP involves scenario-based consequence and vulner-
ability estimates and an assessment of the likelihood that a postulated
threat will occur. The IRVS is based in part on the NIPP’s core criteria for
risk assessments, as follows:

Documented — This manual includes the types of information that are
collected during the IRVS and how the information is synthesized to
generate a risk and resiliency assessment. All assumptions, weighting
factors, and subjective judgments are explained.

Reproducible — The methodology has been tested to ensure that the re-
sults are reproducible.

Defensible — The components of the methodology are integrated
logically, and disciplines that are relevant to the methodology are
incorporated appropriately (e.g., engineering, architecture, con-
struction, emergency management, security). The methodology has
been tested to ensure that the results are reproducible, and the re-
sults produced by the methodology have been validated.

Complete — The methodology includes an assessment of consequences,
threats, and vulnerabilities for every defined scenario and an assess-
ment of the resiliency to postulated threats.

The NIPP includes the 18 CIKR Sectors that are identified in Homeland
Security Presidential Directive 7. CIKR Sectors are the assets, systems, and
networks that provide similar functions to the economy, government, or
society. The IRVS incorporates the 18 CIKR Sectors in the target density

v
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evaluation and includes all sectors in determining
the threat of collateral damage from attacks on oth-
er targets.

FOREWORD AND ACKNOWLEDGMENTS
“Integrated” in IRVS indi-
cates that the methodology

includes the risk of both

Partnerships terrorist acts and natural

P hazards and an assessment of both

risk and resiliency.

\VZ
ZHIN

DHS S&T worked in partnership with several pub-
lic and private sector organizations to develop the
IRVS methodology. The partners reviewed the fac-
tors involved in risk and resiliency scoring and conducted pilot and field
studies of a variety of tunnels throughout the Nation. Equally impor-
tant was the cooperation provided by the Metro Boston Transportation
Agency and the Port Authority of New York and New Jersey. All agencies
provided DHS with invaluable information, including how the method-
ology could realistically be expected to be used, which helped determine
the scope of the methodology.

Intended Audience

This manual is intended for both technical and stakeholder audienc-
es. Technical audiences include potential screeners and personnel who
are knowledgeable about tunnels but who may not have a high level of
expertise. Stakeholders include owners, operators, and decision-makers
involved in the planning and maintenance of tunnels.
The intended audience includes:

Transportation authorities

City, county, and State officials

Emergency managers

Law enforcement personnel

Facility managers

Security consultants

Engineers, architects, and other design professionals
This publication has been produced by the Department of Homeland

Security (DHS) Science and Technology (S&T), Infrastructure Protection
and Disaster Management Division (IDD).
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Overview

In this chapter:

The methodology, re-
ferred to as integrated
rapid visual screening
(IRVS), can be used

by transit agencies to
assess a fransit system
that includes buildings,
tunnels, and mass tran-
sit stations.
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OVERVIEW

n response to the need to improve the protection of the Nation’s

critical assets, the Department of Homeland Security’s Science and

Technology Directorate (DHS S&T) has initiated the development
of a methodology for assessing the risk and resilience of buildings, tun-
nels, and mass transit stations to terrorist attacks and natural disasters
that result in catastrophic losses (fatalities, injuries, damage, or business
interruption). Resilience is the ability of a facility to recover from a ter-
rorist attack or natural hazard (see Section 1.3.2 for more information
on resilience).

The methodology, referred to as integrated rapid visual screening
(IRVS), can be used by transit agencies to assess a transit system that in-
cludes buildings, tunnels, and mass transit stations.
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1.1 IRVS Family

he IRVS of Tunnels (described in this Manual) is just one type

of infrastructure in the IRVS family developed by DHS S&T.

Infrastructure-specific IRVS assessments have also been developed
for buildings and mass transit stations. The IRVS family is described in
the following documents published by DHS S&T:

BIPS 02, Integrated Rapid Visual Screening of Mass Transit Stations
(DHS, 2011)

BIPS 03, Integrated Rapid Visual Screening of Tunnels (DHS, 2011b)
BIPS 04, Integrated Rapid Visual Screening of Buildings (DHS, 2011a)
Each IRVS assessment is tailored to evaluate the unique characteristics
of the infrastructure type that influence the risk and resiliency. The IRVS

family can be used in conjunction to evaluate a system that may include
mass transit stations, tunnels, and buildings.

1.2 Validation

HS S&T validated the IRVS through alpha and beta testing in

partnership with the Transportation Security Administration

(TSA) and in cooperation with Massachusetts Bay Transportation
Authority (MBTA) and Port Authority of New York and New Jersey
(PANYN]J). One objective of the alpha and beta testing was to evaluate
or determine the following:

User-friendliness of the documentation and software
Clarity of the description of the methodology
Duration of a typical tunnel evaluation by newly trained assessors

Sensitivity of the scoring system (attribute weights) to various tunnel
attributes

Variation among scores for different tunnel types
Consistency of results
A second objective of the testing was to collect data on a wide array of
tunnels with unique characteristics throughout the Nation.
The results of the alpha and beta testing were used as a basis for:
Adding, deleting, and modifying tunnel characteristics

Moditying the weighting factors for tunnel attribute options

OVERVIEW
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Calibrating the tool to obtain accurate, consistent, and reasonable
risk scores for each IRVS for different types of tunnels. Calibration of
scoring includes the overall risk score and the scores for each threat
scenario and the consequences rating, threat rating, and vulnerabil-
ity rating.

The IRVS of MTS was validated in four of the largest mass transit systems
in the United States: New York City, Washington D.C., Boston, Cleveland,
and St. Louis. In addition, this manual was reviewed by TSA, MBTA, and
PANYN]J.

DHS S&T is developing a design program that promotes high performance in resistance to hazard
events, resilience, security, sustainability, and energy efficiency.

1.3 Risk and Resilience

he two objectives of the IRVS of Tunnels are to assess the risk and
resilience of a tunnel to a terrorist attack or selected natural haz-
ards (fire and flooding).

1.3.1 Risk

Risk is the likelihood of the occurrence of an unfavorable event that
leads to catastrophic losses (fatalities, injuries, damage, or business inter-
ruption). The three components of risk are consequences, threat, and
vulnerability. Consequence is the level, duration, and nature of loss from
an unfavorable event; threat is the likelihood of a manmade or natural
unfavorable event with the potential to harm life, information, opera-
tions, the environment, and/or property; and vulnerability is defined

as a physical feature or operational attribute that

Risk is the likelihood of the renders an entity open to exploitation or suscep-

occurrence of an unfavorable

tible to a given hazard. See Section 2.5.2 for more
information about consequences, threat, and

event that leads to catastrophic vulnerability.
losses (fatalities, injuries, damage,
or business inferruption).

The three components of risk
are consequences, threat, and

vulnerability.
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1.3.2 Resilience

Resilience is defined as “the ability to resist, absorb,

recover from, or successfully adapt to adversity or Resilience is defined as
a change in conditions” (DHS, 2009b). Figure 1-1 the effectiveness of protec-
shows an example of an asset’s resilience after an tive measures to reduce the
event. impact of a catastrophic
event and the capacity to absorb, adapt,
Resilience depends on robustness, resourcefulness, and rapidly recover from the event.

and recovery.

Robustness is defined as “the ability to maintain critical opera-
tions and functions in the face of crisis” (DHS, 2009a). Robustness
measures include barriers, cameras, alarms, access control, redun-
dancy of critical infrastructure systems and components. Robustness
measures also include mitigating construction techniques that are
designed to prevent a structure from collapsing after an explosion;
structural retrofits; and debris mitigation techniques such as window
films.

Resourcefulness is defined as “the ability to skillfully prepare for,
respond to and manage a crisis or disruption as it unfolds” (DHS,
2009a). Resourcefulness factors include training and preparedness,
exercises, information sharing, security awareness programs, and
ongoing assessment of risk.

Recovery is defined as “the ability to return to and/or reconstitute
normal operations as quickly and efficiently as possible after a dis-

ruption” (DHS, 2009a).

Event Figure 1-1:
l Example of resilience
Fully Functional \ )
1 /
= —~
E \ [/
Nonfunctional

Time
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1.4 Organization of the Manual

The information in this manual is organized as follows:
Introduction to the IRVS of Tunnels (Chapter 2)
Conducting an IRVS of Tunnels (Chapter 3)
Completing the Data Collection Form (Chapter 4)
References (Chapter 5)

Supplemental information is provided in the following appendices:
Appendix A: Acronyms and Abbreviations
Appendix B: Glossary
Appendix C: IRVS Database User Guide
Appendix D: Data Collection Form: Paper Version

Appendix E: DHS Infrastructure Taxonomy
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Introduction to
IRVS of Tunnels

In this chapter:

This chapter includes
the purpose of the IRVS
of Tunnels, the types of
data that are collected,
and the results of the
IRVS.
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This chapter includes the purpose of the IRVS of Tunnels, the types of
data that are collected, and the results of the IRVS. Chapters 3 and 4
explain how to conduct the IRVS input data into the IRVS Database,
respectively.

2.1  Purpose of the IRVS of Tunnels

tunnel is defined as a passageway through or under an obstruction
such as a city, mountain, river, or harbor. A tunnel may be used for
pedestrian traffic, vehicular road traffic, or rail traffic or as a ca-
nal. Tunnels are typically completely enclosed except for openings for
egress, commonly at each end. Only tunnels used in transportation sys-
tems (mass transit and highway) are addressed in

the IRVS of Tunnels methodology.

@_ A tunnel is defined

0 as a passageway The purpose of the IRVS of Tunnels is to assess a
th rough or under an tunnel’s risk of a terrorist attack or selected natural
obstruction such as a disaster (fire or flooding) and the resiliency of the

city, mountain, river, or harbor. tunnel (the ability to recover from such an event).

The results of the assessment can be used to avoid
or minimize catastrophic losses—fatalities, injuries,
tunnel destruction or damage, and business inter-
ruption— from a terrorist attack or natural disaster.
The purpose of the IRVS of Tunnels
is to assess a tunnel’s risk of a The IRVS provides an assessment of the risk of a
terrorist attack or selected natural tunnel by evaluating the consequences of, threat

disaster (fire or F|ooding) and the of, a1.1d vulnerability to a terr01.rist attack or natu-
resi|iency of the tunnel (’rhe Gbi“fy ral disaster. The IRVS also provides an assessment

¢ f h ¢ of the resilience of a tunnel by evaluating the tun-
O oEL Ll Sl el sl ) nel’s robustness, resourcefulness, and potential
for recovery.

The IRVS generates separate scores for risk and resilience. The in-
formation that is collected and the scores can be used to help:

Identity, collect, and store vulnerability data that allow re-examina-
tion of risks during consideration of protective measures or after
protective measures have been implemented

Collect and store reported assessment information for tunnel
management

Prioritize vulnerabilities and consequences in a mass transit system
indicating which tunnels may be more at risk and require more de-
tailed analysis and/or higher protection
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Determine and report risks in a particular high-

way or mass transit tunnel in order to allocate @. The risk score is a numeric
potential resources to reduce major vulnerabil- |\ value that describes the risk
ities cost effectively 7 of catastrophic loss from a

terrorist attack or natural

Understand potential cascading effects to the . . .
disaster at a mass transit station.

mass transit system by assessing a group of mass

transit tunnels The resilience score is a numeric value
that describes the ability of a mass transit
station to resist, absorb, and recover from
a potentially disruptive event at a mass
transit station.

Understand resilience, potential down time,
and economic and social implications if a tun-
nel is affected by a catastrophic event

Identify which security measures should be im-
plemented immediately during high alerts

Anticipate the increased risks during special events that affect the
peak flows of the tunnel in order to plan properly and implement
protective measures; special events(e.g., sporting events, concerts,
festivals) cause an abnormally high volume of ridership

2.2 Stakeholders

he stakeholder is the group or entity that decides to conduct an

IRVS, owns the results of the IRVS, and makes many of the de-

cisions regarding the IRVS. In most cases, the stakeholder is the
owner or operating authority of the tunnel or group of tunnels but can
also be a law enforcement agency or a Federal, State, or local govern-
ment agency.

The stakeholder or stakeholder’s personnel may conduct the IRVS. For
example, a mass transit authority may create a task group consisting of
its security personnel and engineers to conduct an IRVS of the mass tran-
sit system. The mass transit system may opt to hire a consulting group to
conduct the IRVS.

2.3 Screeners

he IRVS was developed so that screeners can be local operators,

law enforcement officers, or others outside the design community

without a high level of expertise. Screeners can conduct an IRVS
with a reasonable level of certainty after brief training, thus reserving
technical experts such as engineers and architects for more in-depth as-
sessments.See Section 3.3 for more information about screeners and the
IRVS team.
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2.4 Time Required for the IRVS

ne of the strengths of the IRVS of Tunnels is how quickly it can

be completed. An assessment can typically be conducted in ap-

proximately 2 days by one or two screeners, facility management,
and key staff. The field assessment is designed to be completed by two
screeners in a few, depending on the complexity of the tunnel and the
availability of information prior to the assessment.

2.5 Characteristics, Attributes, and Data

This section describes the types of data that are collected during the
IRVS and how the data are recorded and stored.

The various characteristics of tunnels are evaluated in the IRVS. A char-
acteristic is a physical component, function, or operation that relates to
consequences, threat, and vulnerability. Examples of characteristics are
the number of tracks/lanes, number of entrances, natural protective
barriers, presence of hazardous materials, con-
struction material, and tunnel medium.

“Characteristic” refers to the physical

components, function, and operation of An attribute is a subcategory of a characteristic.
. . " ° " . .

a mass transit station. “Attribute” is a For example, for tunnel medium (character-

subcategory of a characteristic. istic), the attribute may be below grade (above

water table), below grade (below water table), or
under water. Screeners select one attribute from a set of attribute op-
tions for each characteristic. Some characteristics have multiple sets of
attributes, which reflect the need to normalize regional and other types
of disparities.

Attributes are weighted depending on their degree of risk. For example,
an underwater tunnel has the most risk compared to other elevations and
is therefore given the heaviest weight of the attribute options for elevation.

Characteristics are grouped into the risk components of consequences,
threat, and vulnerability, depending on which component the character-
istic would affect. See Section 2.5.2 for information on the components
of risk. Some characteristics affect more than one component.

The attributes of characteristics that are more important than others
are weighted more heavily than the attributes of less important charac-
teristics. Characteristics with heavily weighted attributes require careful
evaluation because of their influence on the risk score. A small differ-
ence in the assessment of these characteristics can change the risk and
resilience scores significantly.
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2.5.1 Consequences, Threat, and Vulnerability '
) Consequence is
s noted in Section 2.5.1, characteristics are

the effect of an event
grouped into the components of risk—con- ¢ © efiect or.an event,

sequences, threat, and vulnerability. |nC|o|ent, S SIS
and reflects the level,

duration, and nature of the loss
resulting from the incident.

Consequence is defined as the effect of an
event, incident, or occurrence and reflects the
level, duration, and nature of the loss resulting
from the incident(DHS, 2009a). Consequences
are divided into four categories: public health and safety, economic,
psychological, and governance/mission impacts.

The category of public health and safety re-

flects the effect on human life and physical Consequences are divided into
well-being (e.g., fatalities, injuries/illness). four co’regories: pUb“C health and
Economic loss includes direct loss (e.g., scnfety, economic, psychologicol,

cost to rebuild an asset, cost to respond to nd Tismes/isien i i
and recover from the event) and indirect d governance/mission impacts.

loss (e.g., costs resulting from the disrup-

tion of a product or service, long-term costs

from environmental damage). The psychological effect refers to
the effect on public morale, which includes the possible changes
in the public’s sense of safety and well-being after a significant
event and possible subsequent aberrant behavior. The gover-
nance/mission effect is the effect on government’s or industry’s
ability to maintain order, deliver minimum essential public ser-
vices, ensure public health and safety, and carry out national
security-related missions.

The consequences that are considered in the IRVS are based
on the criteria set forth in Homeland Security Presidential
Directive 7 (HSPD-7), Critical Infrastructure Identification,
Prioritization, and Protection. HSPD-7 establishes a framework
to identify, prioritize, and protect CIKR from terrorist attacks
and natural hazards, with an emphasis on protecting against cat-
astrophic health effects and mass casualties.

Threat is defined as a natural or manmade occurrence that harms
or indicates the potential to harm life, information, operations, the
environment, and/or property.

Vulnerability is defined as a physical feature or operational attribute
that renders a station open to exploitation or susceptible to a given
hazard. Vulnerabilities may be associated with physical, cyber, or hu-
man factors. The assessment of vulnerabilities involves evaluation of
specific threats to the asset to identify areas of weakness that could
result in consequences of concern.
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2.5.2 Subjective Judgments

Screeners may use subjective judgment when selecting attributes. The in-
formation in the catalog is intended in part to minimize the number of
times the screener must use subjective judgment.

2.5.3 IRVS Catalog

The IRVS catalog contains the characteristics and associated attributes
that are evaluated during the IRVS as well as information about the char-
acteristics and attributes to help the screener. Characteristics are divided
into consequences, threat, and vulnerability.

The catalog is essential in an IRVS assessment. The catalog is provided
in Chapter 4 of this manual and also digitally in the IRVS database. See
Section 2.5.5 for information about the IRVS database.

2.5.4 Electronic Data Collection Form

In the IRVS assessment, the screener records data using the electronic
Data Collection Form (DCF) in the IRVS Database (see Section 2.5.5).
The screener may opt to use a paper version of the DCF (not recom-
mended). If this is the case, information has to be transferred to the
electronic version. The screener can input data into the electronic DCF
using a laptop or tablet computer. The paper version is provided in
Appendix D.

The first page of the DCF contains general tunnel information and tar-
get density information (i.e., the number of high-value targets near the
tunnel). The subsequent pages of the DCF contain characteristics and at-
tribute options for consequences, threat, and vulnerability. The attribute
options are listed in order of least degree of risk to highest degree of risk.

See Chapter 4 for information on completing the DCF.

2.5.5 IRVS Database

The IRVS database is a user-friendly data collection and management
tool that includes the IRVS catalog and the DCF. The database is a stand-
alone application that runs on computers with MS Access. Reports are
generated as text files or files that can be imported into MS Word or MS
Excel for editing and formatting.

2.5.5.1 Database Synchronization

The database can be accessed by multiple computers simultaneously.
For example, screeners use the DCF in the database to record data in
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the field, and a computer at an organization’s headquarters analyzes
the data and prints reports. The database is kept up-to-date using the
import/export feature (see Appendix C) and by synchronizing the data-
base through the authority’s secure network.

2.5.5.2 Use of the Database by Tunnel Managers

The IRVS database can be used to facilitate the management of tunnel.
Tunnel managers can use vulnerability and risk data when considering
the implementation of protective measures. During periods of high alert,
the database can be used to identify which security measures should be
put in place immediately.

2.5.6 Links

Some characteristics affect more than one risk component. For example,
the number of riders affects both consequences and threat. As the num-
ber of riders increases, the consequences and threat
ratings are both expected to increase. The number
of riders is therefore linked to two risk components
and has a similar effect on both components.

Some characteristics affect more
than one risk component.

Some linked characteristics have different effects on risk components.
For example, an underwater tunnel would increase flooding vulnerabil-
ity while reducing the vulnerability to external attacks.

2.6 IRVS Risk and Resilience Scores

The IRVS generates scores for risk and resilience.

2.6.1 Risk Score

The risk score is based on the consequences, threat, and vulnerability
ratings for each of the 10 threat scenarios. Consequences, threat, and
vulnerability ratings are explained in Section 2.6.1.1, and threat scenari-
os are explained in Section 2.6.1.2.

2.6.1.1 Consequence, Threat, and Vulnerability Ratings
The IRVS generates ratings for consequences, threat, and vulnerability.

A consequences rating represents the degree of debilitation that
would result from the incapacitation or destruction of an asset after
a catastrophic event that causes injuries or fatalities, social and eco-
nomic losses, and/or business interruption. Consequences are rated
from the perspective of a tunnel’s stakeholders, not terrorists.
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The threat rating represents the likelihood that a tunnel will be af-
fected by a terrorist attack or natural disaster (fire or flooding) and
that the losses will be catastrophic (fatalities, injuries, damage, or
business interruption).

The vulnerability rating is defined as the likelihood of damage and
loss at a tunnel as a result of a terrorist attack or natural hazard (fire,
flood).

The vulnerability rating is the most important and in-depth part of
the IRVS. Unlike consequences and threats, vulnerabilities can be
controlled or mitigated by the stakeholder. The vulnerability rating
is crucial for determining protective measures and corrective ac-
tions that can be designed or implemented to reduce the identified
vulnerabilities.

2.6.1.2 Threat Types and Scenarios

In the IRVS, risk is assessed with respect to a threat scenario or set of
scenarios. The IRVS includes an assessment of the risk of both terrorist
attacks and selected natural hazards. Risks are divided into four catego-
ries: (1) blast, (2) chemical, biological, or radiological (CBR) attack, (3)
fire, and (4) other. Each category is subdivided into threat scenarios (see
Table 2 1). The scenarios represent the location of the source of harm.
All components of risk (i.e., consequences, threat, and vulnerability) are
evaluated for each scenario.

Table 2-1: Threat Types and Threat Scenarios

Threat Type Threat Scenario

Internal

Blast External (direct)
External (collateral)
Internal

(BR External (direct)

i External

i Tunnel/Track/Smoke

Flood

Other Collision (grade/elevated)
Cyber

CBR = chemical, biological, or radiological
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Blast

Internal — Intrusion into the tunnel by a person or persons with
the intent to attack the tunnel with an explosive device.

External (direct) — Use of an explosive device to attack the tun-
nel from the exterior. The tunnel is the primary target.

External (collateral) — An attack with explosive devices on a tar-
get within a 300-foot radius of the tunnel (e.g., a bomb explosion
in a plaza adjacent to a tunnel). The tunnel is not the primary
target but is susceptible to collateral damage. The severity de-
pends on the proximity to the target and the magnitude of the
threat.

Chemical, biological, or radiological (CBR) release

Internal — Ground release of an airborne CBR agent inside the
tunnel.

External — The ground release of an airborne chemical, biologi-
cal, or radiological agent from the exterior of the tunnel.

Fire

Internal -A fire outside the tunnel entrances that threatens the
operations of the tunnel itself. An example would be a tunnel
entrance next to or under a building that is on fire, thus threat-
ening the operations and structure of the tunnel.

Tunnel/Track/Smoke — The spread of fire inside the operat-
ing areas servicing vehicles/trains of the tunnel. This includes
smoke from the tracks of trains using the tunnel.

Other

Flood - The tube of the tunnel being submerged in water threat-
ening the operations and users inside the tunnel.

Collision — A vehicular impact to the tunnel causing damage to
the structure and threatening operations.

Cyber — An attack on the tunnel through any combination of fa-
cilities, equipment, personnel, procedures, and communications
integrated through cyber networks or control systems.

2.6.1.3 Calculation of the Risk Score

The risk scoring procedure used in the IRVS is based on the risk as-
sessment equation in P-426, Reference Manual to Mitigate Potential Terrorist
Attack Against Buildings (DHS, 2011c) and the NIPP framework assessing
risks (DHS, 2009b).

INTEGRATED RAPID VISUAL SCREENING OF TUNNELS
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The procedure is as follows:

1. The consequences, threat, and vulnerability ratings are generated
for each threat scenario.

2. The consequences, threat, and vulnerability ratings for each scenar-
io are combined using the following equation to produce a risk score
for the scenario (de-aggregated risk score).

Risk=CxTxV (1)
where

C = Consequences Rating — degree of debilitation that would be
caused by the incapacity or destruction of an asset. The consequenc-
es rating includes both monetary value and the value to a system or
community.

T = Threat Rating — any indication, circumstance, or event with the
potential to cause loss of, or damage to, an asset.

V = Vulnerability Rating — any weakness that can be exploited by an
aggressor to make an asset susceptible to damage.

The de-aggregated risk score for each scenario ranges from 0.1 to 10.
De-aggregated risk scores are color-coded as low (green), moderate (yel-
low), and high risk (red) in the IRVS database.

The de-aggregated risk score for each threat scenario provides more in-
formation about a station’s risk to a specific threat than the overall risk
(aggregated) score.

3. The 12 de-aggregated risk scores are combined using the statistical
algorithm shown below to produce a single overall risk score (aggre-
gated risk score) for the station.

R = "¥iZ R (2)

and
R; = W (3)
where
x = scaling factor of 1/12
R = aggregated (overall) risk
n2 = 12 (total number of threat scenarios)
nl = 10 (power value)
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R, = risk score of the i threat scenario

C; = consequences rating of the ith threat scenario
T; = threat rating of the ith threat scenario

Vi = vulnerability rating of the ith threat scenario

C;, T}, and V; are all scaled to be in the range of 0.1 to 10. As such, the
resulting risk score for the i threat scenario is also in the range of 0.1
to 10. The overall risk score (aggregated) is displayed as a percentage to
indicate the level of risk associated with the tunnel.

The risk score are color-coded as low (green), moderate (yellow), and
high risk (red) in the IRVS database. Table 2-2 indicates the different

levels of risk.

Table 2-2: Risk Levels

Risk Level Risk Score

High >66%
Moderate >33%, <66%
Low <33%

2.6.2 Resilience Score

The characteristics in the IRVS cover most of the important issues that
affect the resilience of a tunnel. Each characteristic can affect the quality
of performance (robustness), resourcefulness, and/or time and speed of
recovery. Each attribute option for the characteristics that pertain to re-
silience is assigned a weight ranging from 0 to 10. The weight represents
the importance of the attribute in the resiliency of the tunnel. At the
end of the assessment, all of the adjusted weights of the attributes that
control quality of performance, Q;, are summed. The quality of perfor-
mance describes the ability of the tunnel to maintain critical operations
and function. Similarly, all of the adjusted weights of the characteristics
that control recovery and resourcefulness, also known as the time mea-
sure, T; are summed. The time measure describes preparedness efforts
(such as training, plans, and policies) and the ability to re-institute op-
erations after a hazard event. The sum of Q;and 7; are inserted into the
following equations:
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Orora =10 ~ 4)
QflMAX
and
N
T,
Trors =10| 7=—— (5)

where

Ororar = scaled quality of performance
TroTar, = scaled time measure
0, = quality of performance (robustness)

N

upper boundary (number of characteristics with a weight
being summed)

T, = time measure (recovery and resourcefulness)
QjjMax= maximum quality of performance

Ty MAx= maximum time measure

Qjimax and Tjpax represent the maximum weighted values of the qual-
ity of performance and the recovery/robustness values, respectively. Now
the values of Qro7ar and Trorar represent a scaled, accurate measure
of quality of performance and time measure that control resiliency (the
two axes in Figure 1-1). The scale for both variables ranges from 0.1 to
10. The objective value of the tunnel resilience is

RES =100 - (Qrorar Trorar) (6)
where
RES = resilience

Thus, a RES of 0% indicates there is no resilience in the tunnel when
affected by the postulated hazard. A RES of 100% indicates a perfect re-
silience in the tunnel when affected by the postulated hazard.

Resilience scores can be used in decision-making and planning for haz-
ardous events for the asset (tunnel). These scores can also be used in
planning for community (network) resiliency. Table 2-3 indicates the lev-
els of resilience and how to interpret these levels.
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Table 2-3: Resilience Levels

Resilience

Resilience Level Description
Score

The tunnel has taken reasonable steps to maintain
. g continuity of operations and/or has taken
High >66% i . .
reasonable action to ensure that key functions will
not be significantly affected by an event.

The tunnel has taken moderate steps to maintain
Medium 233%, continuity of operations and/or has taken

<66% moderate action to ensure that key functions will
not be significantly affected by an event.

The tunnel has taken few or no steps to maintain
g continuity of operations and/or has taken little or
<33% ) . ;
no action to ensure that key functions will not be
significantly affected by an event.

Low

2.7  Other Considerations

2.7.1 Assessing Vehicular Tunnels

Vehicular tunnels are typically shorter than rail tunnels and the condi-
tions surrounding the tunnel typically do not change significantly from
portal to portal.

2.7.2  Assessing Rail Tunnels

Depending on the system and city, rail tunnels can span long distances
and have many variations in the sections of the tunnel. For example, one
section may be under a dense urban area while another section may be
underwater. In addition, rail tunnels can have several stations between
the tunnel portals. To account for the variations, the screener should:

Assess rail tunnels in sections

Assess rail tunnels at the most vulnerable location (e.g., where the
tunnel passes under a major downtown area of a city)
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In this chapter:

This chapter describes
the steps that are
involved in conducting
an IRVS of tunnels.
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This chapter describes the steps that are involved in conducting an
IRVS of tunnels (see Table 3-1). The IRVS process can be adjusted as
needed.

Chapter 4 describes how to complete the Data Collection Form (DCF).

Table 3-1: Steps in the IRVS of Mass Transit Stations

Pre-Field Activities e Select the tunnels to be assessed
e |dentify the IRVS team

e Train the IRVS team

o I|dentify key objectives of the IRVS

e Complete as much of the DCF as possible by reviewing
publicly available information and available materials
from transit authorities, including operations and security
procedures, policies, and construction drawings

e |dentify the conditions for the field assessment

e Set up a meeting with key staff and schedule the tunnel
tour

e Assemble the equipment that is needed for the field
assessment

Field Assessment ¢ Interview and meet with key staff and stakeholders

e Tour the exterior and publicly accessible areas of the
tunnel

e Tour the critical areas of the interior of the tunnel

e Record data on the DCF

Post-Field Activities e Transfer data from the paper version of the DCF to the
electronic DCF if necessary

e Use the scores in a variety of ways including identifying
the tunnels that require a more detailed assessment

e Summarize the results in a written report

3.1  Pre-Field Activities

he accuracy of the IRVS will be improved if the screeners obtain

and review relevant information about the tunnel prior to the field

assessment and also review the IRVS methodology. A review of the
IRVS methodology by the team of screeners for a group of tunnels pri-
or to the assessments will help ensure consistency among assessments,
a high quality of collected data, and uniformity of decisions among
screeners.

3-2
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3.1.1  Selecting Tunnels To Be Assessed

The IRVS can be used to assess a single tunnel or a group of tunnels
in a highway or mass transit system or region. The stakeholder typically
selects the tunnels that will be assessed (see Section 2.2 for more infor-
mation on the stakeholder). Budget is often a factor in the selection of
tunnels for the IRVS.

3.1.2  Identifying the IRVS Team

The stakeholder or designee appoints the IRVS team leader who is re-
sponsible for identifying the IRVS team. The team leader should be
familiar with risk assessment and transportation systems. The IRVS team
should include members who are knowledgeable about tunnel systems
and security concepts and should include at least one individual familiar
with structural engineering or construction and operations of a tunnel.

The IRVS was developed so that screeners inside or outside the design
community could conduct an IRVS with a reasonable level of certainty af-
ter brief training, thus reserving technical experts such as engineers and
architects for more in-depth assessments. The more knowledgeable the
screeners, the more accurate the assessment and, potentially, the more
accurate the results. Training is recommended to ensure that the IRVS
team understands the IRVS concepts. At a minimum, the IRVS team
should review this manual.

3.1.3  Training the IRVS Team

Training should be required to ensure accuracy and uniformity of
decisions among screeners. Training includes reviewing the IRVS meth-
odology. The review should include:

Tunnel systems (e.g., site design; architectural, mechanical, electri-
cal, plumbing, fire protection, security, and cyber systems)

How to complete the DCF (see Chapter 4)
How to use IRVS database (see Section 2.5.6 and Appendix C)

What screeners should bring to the field assessment (see Section
3.1.9)

What screeners should look for when performing the field assess-
ment (See Section 3.2.2)

How to account for uncertainty (see Section 4.2)
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The goal of the IRVS is to enhance
protection and resiliency through

The training should also include a desktop exercise, which is a simulat-
ed IRVS conducted in a classroom using photographs of tunnels. The
desktop exercise can be created by gathering photographs of and infor-
mation about an actual tunnel.

3.1.4  Identifying the IRVS Objectives

The stakeholders and IRVS team should determine the objectives of the
assessment early in the pre-field activities. Examples of objectives are:

Assessment of a group of tunnels to determine which tunnels re-
quire more detailed analysis

Evaluation of the risk for a tunnel during a period of high threat
alert in order to implement protective measures

Prioritization of a group of tunnels for mitigation

Preparation of a risk report of tunnels in a system in order to apply
for grant funding

Objectives define outcomes and conditions of the assessment. For in-
stance, if the objective is to evaluate the risk of a tunnel during a period
of high threat alert, the condition for the assessment will be worst case
and the outcome will be to establish immediate protective measures to
lower the risk score. Objectives can also help determine the resources,
time, and effort that are needed and how the risk and resiliency results
will be used. If the objective includes assessing a group of tunnels, more
time and effort will be needed than when only a
single tunnel is assessed. Objectives may vary across
and within transportation systems.

the imp|emenf0ﬁ0n of focused risk- The goal of the IRVS is to enhance protection and

reduction strategies.

resiliency through the implementation of focused
risk-reduction strategies.

3.1.5  Evaluating Target Zones and Density

Two considerations when selecting a tunnel for IRVS are the proximity
of the tunnel to other critical facilities and the presence of other high-
profile targets near the tunnel. Proximity of targets creates two possible
scenarios of concern. In the first scenario, the tunnel itself is the target,
and collateral damage to nearby critical facilities will increase damage
and the severity of the attack. In the other scenario, the tunnel is not the
target, but there are high-profile targets near the tunnel, and the tunnel
is subjected to collateral damage that varies in severity depending on the
hardiness of the structure, proximity to the target, and magnitude of the
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severity depending on the hardiness of the struc-

ture, proximity to the target, and magnitude of the The IRVS of mass transit stations is

threat. In the IRVS, the concept of target density is designed to address both ta rget
part of the consequences, threat, and vulnerability sl non_torget CaEl

ratings. The IRVS of tunnels is designed to address
both target and non-target tunnels.

In the IRVS, the following target zones are considered (see Figure 3-1):

Zone 1 refers to an attack occurring less than 300 feet from the sub-
ject tunnel.

Zone 2 refers to an attack occurring at least 300 feet but not more
than 1,000 feet from the tunnel.

Information regarding the target density is collected on the first page
of the DCF (see Section 4.2). The target density can be calculated using
open source information such as Google maps or Bing maps. In addi-
tion, the IRVS database includes an application for plotting the target
density rings in Google Earth (requires installation on a computer) us-
ing the coordinates of the tunnel. The target density is calculated using
the 18 CIKR Sectors that are identified in HSPD-7.

Figure 3-1:

Target Zones 1 and 2
Lone 1 is based on the
distance required to

Lone 1 cause catastrophic to

moderate effects in terms

of casualties, damages,
and business
interruption.

‘ Zone 2 is based on the
distance required to
Lone 2 cause a moderate to
minor effects in terms of
casualties, damages,
and business
interruption.
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3.1.6  Gathering Pre-Field Data
The IRVS team should complete as much of the DCF as possible before

the field assessment by reviewing publicly available information and in-
formation that is provided by the transit agency (e.g., operations and
security procedures, policies, construction drawings). Electronic docu-
ments can be stored in the IRVS database as MS Word files or PDFs.
Documents that are not available electronically can be scanned and im-
ported into the database.
Examples of documents that can be useful are:

Drawings for original design and any implemented modifications

Prior vulnerability assessment data

Emergency response and disaster recovery plans

Security master plan

Hazardous materials plans

Site plans of utility and communications system

Historical reports regarding the tunnel

Facility systems operational capability

Reports of incident in the tunnel (e.g., misconduct)
The IRVS team should also review emergency plans, policies, and proce-

dures. These documents are useful in evaluating characteristics related
to resilience. Examples of such documents are:

Emergency notification procedures
Emergency evacuation procedures
First responder access and routing
Shelter-in-place procedures
Exercise of plans
The screener can also obtain information by conducting phone inter-

views of transportation system authorities, stakeholders, and key tunnel
staff.

3.1.7  Identifying Conditions for the Field Assessment

IRVS results can be affected by the timing of the field assessment. For ex-
ample, a mass transit tunnel may have low ridership during the work week
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but high ridership during a special weekend event

at a nearby venue (e.g., sporting event, concert,  To avoid variations that can distort

festival). Ridership is relevant to all three risk com- the scores. the IRVS team and

ponents (consequences, threat, and vulnerability).

To avoid variations that can distort the scores, the

IRVS team and stakeholders should determine be- conditions will be considered.

fore the field assessment which conditions will be
considered. The two conditions are:

Current “as-seen” conditions: The tunnel is assessed for the situation and
conditions present at the time of the screening.

Worst-case or special event conditions: The combination of conditions that
would make the most harmful results.

Physical conditions should be considered at their most disadvantageous
state. Reasonable worst-case conditions are recommended when assess-
ing the risk of a terrorist attack because intelligent adversaries can choose
circumstances in which targets are vulnerable and consequences maxi-
mized (NIPP, 2009). The concept of worst case should be moderated by
reason, however; scenarios should not include numerous unlikely con-
ditions unless the focus of the contingency and other types of planning
is on rare or special events. On the other hand, scenarios should not be
based simply on average conditions. Each type of tunnel has different
characteristics that need to be assessed to accurately describe reasonable
worst-case conditions. The IRVS team and stakeholders should establish
the conditions that will be considered.

3.1.8  Scheduling a Meeting with Key Staff and Stakeholders and
Scheduling the Tunnel Tour

The IRVS team should try to arrange a meeting or interview with key staff
and stakeholders before or during the field assessment to review the in-
formation that was obtained before the field assessment. The IRVS team
leader decides which key staff and stakeholders should be interviewed
based on the composition of the team and the familiarity of the tunnel
or transportation system. The team should prepare a list of questions be-
fore the meeting. Key personnel include:

Chief of engineering
Chief of security
Chief of Information Technology

Emergency manager

stakeholders should determine
before the field assessment which
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The IRVS team also needs to schedule the tunnel tour. The IRVS team
should plan which areas of the tunnel (see Section 3.2.2) need to be
viewed and obtain the proper permissions to survey the tunnel.

3.1.9  Assembling the Equipment for the Field Assessment
The screener should take the following to the field assessment:

Alaptop or tablet loaded with the IRVS database, which contains the
DCF and catalog. The database user guide is included in this manual
as Appendix C.

The paper version of the DCF if a laptop or tablet is not available.
The paper version is included in this manual as Appendix D.

A digital camera for photographing the tunnel.

3.2  Field Assessment

he field assessment is an onsite visit to the tunnel whose purpose

is to record and/or verify information on the DCF. Interviews with

key tunnel personnel and stakeholders may be conducted during
the field assessment. The visit involves observing exterior and interior
areas of the tunnel.

3.2.1  Key Personnel and Stakeholder

The field assessment is an onsite visit to the tunnel to record and/or verify
information that has already been recorded on the DCF. The visit includes
interviewing key personnel and stakeholders and touring the tunnel.

3.2.2  Touring the Tunnel

The IRVS team should tour the exterior of the tunnel; publicly accessible
areas; and internal, secure areas of the tunnel. The locations the screen-
er should tour, if applicable, are:

Tunnel exterior

Perimeter of tunnel and area above the tunnel (public ar-
eas and infrastructure above)

Approaches

All points of entry/egress
Ventilation structures (if applicable)
Connection stations (if applicable)

Waterside (if applicable)
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Tunnel interior
Tracks or lanes
Mechanical electrical and plumbing rooms
Emergency exits
Security rooms
Pump rooms or floodgates (if applicable)

Ventilation equipment (if applicable)

3.3 Post-Field Activities

The following activities are typically conducted after completing the DCF
and the field assessment.

3.3.1  Transferring Data to the DCF

If the paper version of the DCF is used, the information must be trans-
ferred to the IRVS database in order to generate the risk and resiliency
scores. Any photographs taken during the field ass